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1. Matrix crypto today
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Matrix has very high standards
● Real multi-device support right from the beginning
● Device lifecycle with frequent log in / log out Web
● Access to encrypted history on new devices
● Threat model: Decentralization and homeserver trust

Matrix crypto is very complicated and wants to cover a lot more challenges than 
centralized, single-device, or even unencrypted messaging services.

Up until now these requirements made it very challenging to provide good usability…
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Terminology is technical and inconsistent
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Attack risks are deferred to users
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● A user has deleted a device they sent a message from

● You recover message history on a new device



Attack risks are deferred to users
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● Users send messages from a unverified devices or change their identity



Trust between users is manual
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● Trust between users is crucial to prevent MITM attacks
● Currently it requires users to consciously establish trust, otherwise there is no 

protection



We have powerful tools not used fully
● Cross-signing
● Secret Storage + Key backup
● Dehydrated device
● QR verification
● Matrix historically gave users a lot of options/freedom to use the product 

in different ways, which makes it complicated sometimes
○ Clients with or without encryption support
○ Encrypted vs. unencrypted rooms
○ Verified vs. unverified devices
○ Cross-signing or not, backup but no secret storage...
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Good crypto is invisible.



2. A proposal to make 
crypto invisible
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Crypto terminology for non-technical users
● To deal with the inconsistencies and technical language, we propose an MSC!
● MSC4161 Crypto terminology for non-technical users

● Suggests conventions for user-facing crypto-related features in Matrix clients
○ Devices
○ Verified person
○ Identity
○ Recovery key
○ etc.

● Provides usage examples
and usage to avoid
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New concepts based on MSC4161
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Trust & decorations
In a nutshell:

● Cross-Signing and device verification becomes mandatory
● You only send/accept keys to/from verified devices
● Identity Pinning
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Device verification becomes mandatory
● We are moving away from device granularity to identity granularity. Right 

now, we usually have N1 unauthenticated nodes where N is the number 
of devices and that extra 1 is for your user identity. We want at most one 
now.
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Devices not cross-signed are ignored

Devices not signed by their owners do not exist for the crypto layer. They 
wonʼt be able to read messages, and the messages they sent will be ignored.
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Key Pinning - Better default security
Initially blindly trust the identity, and display non-blocking warnings when 
identity changes.
It will not be considered as high a level of trust. Nevertheless, this raises the 
bar for Mallory-in-the-middle attacks by malicious homeservers, as they can 
no longer quietly falsify signing keys for users who are already in contact 
with each other.
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Identity mismatch for previously verified users
For more security, you can still verify users. 

In that case the identity change situation will be handled differently, moving from 
non-blocking warnings to blocking warnings, e.g require a manual action from the 
user to fix it (re-verify, or withdraw verification).
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Authenticated backup
● To provide the ability of verifying the authenticity of message keys stored in key 

storage, we propose an MSC!
● MSC4048 Authenticated backup

○ Message keys uploaded to the key storage
will have an authentication tag MAC

○ When a user recovers history on a new
device, the MAC will be used to
determine the authenticity/integrity
of the keys

○ Unauthenticated keys will just be dropped in
the future and users wonʼt be bothered
anymore!
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Technical Challenge: Unknown/Deleted devices
● MSC4147 Including device keys with Olm-encrypted events
● Ignoring “unsignedˮ devices means that we need to know at time of reception of a 

message what is the status of the sending device. 
○ Establishing communication with olm is asynchronous, you will receive 

messages from devices before you know they existed.
○ And it can be a message sent by a device that is deleted now.
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https://github.com/matrix-org/matrix-spec-proposals/pull/4147


All the heavy lifting is done in rust-sdk 
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3. So now I always have 
to verify my devices?
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…even if I only use public rooms?
● Yes, Element clients will force users to verify their own devices in the future (not 

verifying other users!
● Less choice for users but

○ Security by default
○ Ensure clients have everything they need to operate properly
○ … without bothering users with shields and other weird indicators

But isnʼt this all going to be very cumbersome?
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…even if I only use public rooms?
● Yes, Element clients will force users to verify their own devices in the future (not 

verifying other users!
● Less choice for users but

○ Security by default
○ Ensure clients have everything they need to operate properly
○ … without bothering users with shields and other weird indicators

QR code login is here to save you! 
Just scan a QR code from a signed-in device and everything else will happen 
automagically

○ Transfers connection information (e.g., which homeserver)
○ Signs the device in (using OAuth 2.0 device code grant)
○ Verifies the device and transfers crypto secrets
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QR code login (existing Web device)
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QR code login (new EX device)
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4. Summary
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Invisible Crypto needs your support!
● Invisible Crypto is a collection of concepts to improve crypto usability in Matrix

○ Crypto terminology for non-technical users MSC4161
○ Identity pinning, exclude unsigned devices & mandatory device verification 

MSC4153
○ Authenticated backup MSC4048
○ Including device keys with Olm-encrypted events MSC4147

● Client developers, please engage with MSC4161 and provide feedback
● Client developers, please engage with the idea of excluding unsigned devices 

MSC4153
○ Element is proposing this change to simplify and to keep users secure by 

default
○ Itʼs crucial that we establish a convention here
○ There will be a transition phase for Element clients

28



Questions?
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